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Abstract Service-oriented multi-agent systems are dynamic systems that are pop-
ulated by heterogeneous agents. These agents model their functionality as services
in order to allow heterogeneous agents or other entities to interact with each other
in a standardized way. Furthermore, due to the large-scale and adaptative needs of
the system, traditional directory facilitators or middle-agents are not suitable for the
management of agent services. This article proposes the introduction of homophily
in service-oriented multi-agent systems to create efficient decentralized and self-
organized structures where agents have a greater probability of establishing links
with similar agents than with dissimilar ones. This similarity is based on two social
dimensions: the set of services that an agent provides and the organizational roles that
it plays. A second contribution is an algorithm for service discovery that it is carried
out taking into account the local information that is related to the homophily between
agents. The experiments compare our proposal with other proposals in distributed
environments. The results show that the proposed structure and algorithm offer desir-
able features for service discovery in decentralized environments. Specifically, these
features provide short paths and a high success rate in the service discovery process
and resilience under deliberate failures.
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1 Introduction

Service-Oriented Computing (SOC) and Service-Oriented Architectures (SOA) are
gaining in importance in industry due to their suitability for quickly coping with
new business models and requirements. In these areas, services are considered to be
the basic building blocks of complex business applications. Services are platform-
independent and can be described, discovered, and composed dynamically. These
features make services suitable for giving support to the high rate of change in busi-
ness demands. In the last few years, there has been a trend in SOC to provide higher
levels of functionality in order to facilitate the emergence of new services in a flexi-
ble and dynamic way exploiting existing services and avoiding the implementation of
redundant services [37]. This trend brings additional considerations to the services.
In order to create more complex, flexible, and adaptative systems, services cannot
simply be passive and reactive entities. They should be considered as heterogeneous
entities that are reactive and proactive and that interact with other entities in a flex-
ible way. Consequently, services are becoming more agent-like [20,7]. Agents are
autonomous, adaptative entities that are aware of what is happening in their environ-
ment and that decide to perform local actions (behaviors) based on their observations.
Agents are able to learn from previous experiences and update and reason about their
information in order to improve their decisions and achieve their goals. The result
of these two technologies results has led to a new type of systems: service-oriented
multi-agent systems. These systems are populated by agents that provide their func-
tionality through services. These agents are social entities that are aware of the exis-
tence of other agents. This awareness facilitates cooperation and collaboration with
each other to achieve individual or collective goals that cannot be achieved with in-
dividual services [19]. Thus, service management is a key issue in facilitating the
cooperation and the goal fulfillment of agents.

Nevertheless, service management is a challenging task due to the inherent char-
acteristics of current service-oriented multi-agent systems. These systems are char-
acterized by their openness. Agents join or leave the network taking into account
changes in the environment or in the service demand. Moreover, since there is no
central control on how agents should be connected or disconnected and there is no
maintenance of system structure. These features provide more flexibility and adapt-
ability to the system. However, service discovery becomes more complicated. The
structure of the system cannot provide information that guides the search for services,
and agents usually have no global knowledge about the system structure —they only
know information about their direct neighbors. For these reasons, agents need the
collaboration of the rest of the agents in the system to succeed in the service discov-
ery process. Thus, locating a service efficiently is considered to be one of the most
important challenges in this area [5].

In these environments, centralized mechanisms such as registries or middle-agents
are not efficient in dealing with this challenge. Weaknessess such as bottlenecks, lack
of coordination, outdated data, or the need of huge amounts of memory to store infor-
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mation about the agent’s services make centralized approaches unsuitable for coping
with dynamic system requirements. Moreover, one of the most important drawbacks
is that these mechanisms rely on global knowledge and, this global knowledge is usu-
ally not present in open service-oriented multi-agent systems. Hence, decentralized
service discovery mechanisms are required in these systems.

One of the areas of interest that have structures and search strategies for dealing
with decentralized service discovery is the area of Complex Networks [6]. Complex
Networks have new, less rigid structures that are inspired in social, biological, or
technological networks and algorithms that facilitate the search in distributed envi-
ronments. This area proposes models to create efficient structures in a self-organized
way without the supervision of a central authority. Moreover, in some of these struc-
tures, a target can be found in just a few steps and considering only local information
[49,23,48,1,22]. Some of these models take into account properties that are present
in human societies as a criteria for establishing links. One of these properties is ho-
mophily [31].

Homophily is one of the most salient properties present in complex networks
[31,9,4]. The term "homophily’ was introduced by Lazarsfeld and Merton [27] in
1954. The idea behind this concept is that individuals tend to interact and establish
links with similar individuals. Therefore, homophily establishes the proportion in
which two individuals are similar based on a set of social dimensions. These social
dimensions are attributes such as religion, age, or education. Therefore, in a complex
network model based on homophily, an individual has a higher probability of being
connected to a more similar individual than to a dissimilar one. This criterion to
establish links between individuals creates structures that facilitate the location task
[48,41,22,12]. For this reason, homophily could be considered as a self-organizing
principle to generate searchable structures.

In this article, we present a decentralized service management system for service-
oriented multi-agent systems where homophily has been introduced as a self-organizing
criterion to create the social structure of the system and as a criterion to guide the
service discovery process. The structure is a preferential-attachment network where
agents create links with other agents by considering their homophily based on two
social dimensions: services and organizational roles. We also propose an algorithm
that allows agents to locate services offered by other agents using only local infor-
mation, without any centralized service repository or directory. This algorithm offers
good performance not only in networks based on homophily but also in other network
structures. The proposed approach is designed to be applied to the context of seman-
tic web services and agents, nevertheless, it could be applied to other contexts where
decentralized search is required and semantic information is available. This work is
based on an initial proposal presented in [47]. The work presented here extends the
previous version in several ways. We present a more extensive review of related pro-
posals in the area of search in distributed environments. We describe in more detail
the proposed model and how the different types of homophily are calculated. A more
complete set of experiments based on a real test collection of semantic web services
is presented for the evaluation of the proposal. We analyze the influence of functional
and organizational information in the network structure and in the service discov-
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ery process. We also compare our proposal with other traditional complex network
models and search algorithms, and we test its performance under deliberate failures.

2 Related Work

Nowadays, there is a trend towards large-scale, open, and highly-dynamic systems.
These systems are populated by entities that have to deal with complex tasks and need
the services provided by other entities in order to fulfill their goals. Therefore, these
systems should provide mechanisms to manage the information about the services
available in the system and to determine which entities provide them. Traditionally,
this task has been carried out in environments such as Peer-to-Peer (P2P), Service-
Oriented Environments (SOE), or Multi-Agent Systems (MAS) through centralized,
distributed, and decentralized approaches.

Centralized approaches such as super-peers [18], central registries [45], or middle-
agents [24] are appropriate for systems with a low number of entities. In these ap-
proaches, the search process is fast and considers all the information that is available
in the system. This global knowledge provides efficiency and accuracy in the search
process. However, these approaches could be a bottleneck if they have a very limited
capability, if the number of entities increases, or if the number of search requests and
the information to take into consideration increase. Moreover, the existence of a sin-
gle entity that is responsible for the management of the information about services
seriously affects the robustness of the system. In order to avoid these drawbacks,
distributed approaches have been proposed.

In distributed approaches, the responsibility of resource management relies on a
set of specific entities to provide scalability and robustness. In P2P systems, structures
based on super-peers [10] and Distributed Hash Tables (DHT) [43,40,39,30] have
been proposed. Super-peer approaches have problems when several super-peers fail
and other peers that are less qualified must replace them. DHT approaches are able
to locate resources in O(log n). Nevertheless, the maintenance of the indexes when
the peers join and leave the system affects the performance of the system. Updates
imply the interchange of messages among peers; therefore, the system could be in an
inconsistent state during a period of time due to outdated references. Furthermore,
these mechanisms are not very effective in locating resources with partial informa-
tion. The accuracy of the search is reduced since the search is based on numeric keys
and does not consider semantic information, which allows more flexible and accurate
search processes. In the area of SOE there are proposals that distribute the content
of the service descriptions in several registries; however there is still a central entity
that coordinates, supervises, and is responsible for the maintenance of the structure
[42,38,8]. This implies that the search process relies on this central entity and could
be a critical point of failure. Some approaches that makes use of coalitions or sets
of adaptative matchmakers have been proposed in MAS to provide more scalability
[34]. The main problem with these approaches is that the formation process of the
optimal coalition requires coordination extra effort among the entities that participate
in the coalition.
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There are other works based on decentralized structures where all the entities
are considered to be equal and there is an arbitrary topology. These structures pro-
vide more flexibility and adaptability. Entities only have a partial view of the system
structure or service organization and need the collaboration of the rest of the system
in order to succeed in the search process. The search approaches in decentralized
systems use blind or informed algorithms for locating services or resources.

Blind algorithms do not consider any information about resource locations and
use flooding or random strategies. In flooding strategies, if the entity that receives
the query about a resource does not have it, the entity forwards the query to all its
neighbors [10,51,35,28]. The efficiency of this strategy depends on the underlying
network, the number of copies of one resource, and the Time To Live (TTL) that the
query has. In general, flooding algorithms overload the system with the traffic gener-
ated during the search process. Random-walks have been presented as an alternative
to flooding strategies [29,53]. A random walk strategy is based on the random selec-
tion of a subset of the neighbors of the entity to forward the message. Each message
follows its own path and is called a walker. A walker can be successful or fail. If the
search fails, the reason could either be that the TTL has been consumed or that the
query has been satisfied. This algorithm reduces the number of messages consider-
ably when compared to flooding algorithms [5].

In order to prevent the generation of traffic, informed algorithms that consider
local information have been proposed. These algorithms consider the information
that is stored about their direct neighbors or statistics of previous searches in local
registries. An example of these algorithms is presented by Crespo et al. [11]. They
present a proposal that is based on Routing indices. These indices allow nodes to
forward queries to the neighbor that is most likely to have answers. Each node has a
routing index (R]) with information about the number of documents along the path
and the number of documents on each topic of interest. If a node cannot answer the
query, it forwards the query to a subset of its neighbors based on its local RI rather
than randomly selecting or flooding the network. The problem with this proposal it
keeping the large amount of information updated. The number of messages required
to propagate changes in the system could overload the system. If the update process
is delayed, a node can have information about routes that are not valid. Moreover,
the precision of the method depends on the number of categories that are consid-
ered in the search process. Similar to the work of Crespo et al. [11], Yang et al. [51]
present the Directed Breath First search, which forwards the queries only to a sub-
set of neighbors considering several heuristics that are based on information from
previous searches (neighbors with the highest success in previous searches, or the
neighbor that finds the shortest paths, etc.). Adaptive Probabilistic Search is a similar
approach presented by Tsoumakos et al. [44]. It is an algorithm that is based on the
combination of the k-random walk algorithm and probabilistic forwarding. Each peer
has a local index that keeps one entry for each neighbor. The value of each entry is a
tuple that contains the identifier of a neighbor and the probability that the neighbor be
selected the next time based on its success in previous searches. Analogous work is
presented by Kalogeraki et al. [21]. The authors propose an Intelligent Search Mech-
anism that allows peers to identify links that are likely to have relevant information.
The drawback of these algorithms is that a period of time is needed to collect the
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information that improves the search. Moreover, if the links between peers change
frequently, the statistical information stored in the local indexes could become use-
less. Another drawback is that some of the heuristics that are used to guide the search
process could overload some peers and leave other potential peers without traffic.

Other approaches use biologically inspired techniques to locate and organize re-
sources. For instance, ant algorithms are also suitable for unstructured networks be-
cause they do not rely on global knowledge about the network. The algorithm pro-
posed by Michlmayr et al. [32] uses ants to guide the search. Each peer in the system
maintains a repository of documents. Each document has the following information
associated to it: a keyword, the neighbor that provides the document, and the quan-
tity of pheromone. There are two types of ants in the system: forward ants and back-
ward ants. The forward ants navigate the network until the document is found or
the TTL finishes. In each step, the forward ant decides between two strategies: ex-
ploiting or exploring. The first strategy selects the best neighbor based on the quan-
tity of pheromone. The second strategy encourages the forward ants to discover new
paths. The backward ant is responsible for updating the path with the pheromone.
The quantity of the pheromone depends on the goodness of the path. The algorithm
also considers an evaporation rule to update the pheromone based on time. The main
problem is that the pheromone is based on the keywords of the documents. Therefore,
if a peer is looking for a document with a keyword that does not appear, even though
similar documents exist, the peer will not find it in the network.

There are other approaches where the underlying structure of the system is loosely
structured using certain criteria. This facilitates the search process. An example of
this is presented by Zhang et al. [52]. The authors propose a completely decentral-
ized MAS without mediators. Initially, agents are connected randomly. The authors
propose a reorganization algorithm to group agents with similar services together.
In order to avoid isolated clusters of agents, the algorithm establishes a percentage
of similar and dissimilar agents that should be in the neighborhood of the agent. For
distributed searches, the authors propose the use of two algorithms: K-Nearest Neigh-
bors (KNN) and Gradient Search Scheme (GS). The idea of the first algorithm is to
redirect the queries to the most similar k-agents. In this process, the algorithm also
considers the degree of the agents. The second algorithm (GS) has a first stage where
it tries to find a ’good starting agent’. An agent is considered to be a *good starting
agent’ if its similarity with respect to the query is above a certain threshold. If the
initial agent is a *good starting agent’, the algorithm performs like KNN. Otherwise,
the agent selects the most similar neighbor to the target, and a message with the simi-
larity information is sent to that neighbor. This process is repeated n times. The agent
with the highest similarity value will be choosen to restart the search using the KNN
algorithm. The main disadvantage of this approach is the high cost of communication
required to organize the agents into communities.

Semantics has been included in the systems in order to guide the search process,
improve the accuracy of the results, and as a criterion to establish links. Upadrashta et
al. [46] present a routing protocol that uses semantics included in queries to improve
the performance of Gnutella systems. The main idea is that each peer keeps a list
of friends and learns about their interests to obtain more relevant sources faster and
with less traffic. The list reflects similarity of interests (semantic categories) between
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peers. Bianchini et al. [3] present a decentralized service system. Peers are connected
through semantic and logical links. Semantic links are established between peers that
offer similar services. Logical links are the links of the P2P system. During the search
process, if a peer does not have a service that is similar to the target, it forwards the
query taking into account its semantic links. If the peer does not find any seman-
tic similar service, it queries its neighborhood. Specifically, a random subset of its
neighbors in the logical layer is selected to redirect the query. This helps to prevent
the formation of isolated clusters in the semantic layer. The drawback of this ap-
proach is that the peers are organized in clusters of similar services; therefore, a peer
may not be able to find services that are semantically different to its services. In this
situation, the required service cannot be found using the neighbors in the semantic
level and the peer must choose a neighbor using random strategies. This reduces the
system to a traditional P2P system without semantics.

Basters et al. [2] use a local training set that contains previous queries and their
results and semantic information about services to determine which neighbor is the
most promising to forward the query to. This selection is based on probability and
uses the mixed conditional bayesian risk, which considers two parameters: the se-
mantic gain and the communication loss (number of messages to find the required
service). These two parameters are calculated taking the information of the training
set into account. The main drawback of this approach is that it relies on a training set
that each agent maintains individually. This training set allows agents to learn which
neighbor will probably return relevant semantic web services. When the agent gets
into the system, this training set is empty and the agent forwards the requests using a
flooding algorithm until it has enough information. In highly dynamic environments,
new agents frequently join and leave the system; therefore, they will initially use
flooding algorithms that overload the system.

In this article, we present a service discovery system that attempts to improve
previous approaches in several ways. First, as a decentralized system, all the agents
are considered to be equal and they only consider local information in the service
discovery process and to establish links. Therefore, the system provides robustness,
scalability, and adaptability. Second, the system is self-organized based on homophily
between agents and does not need an initial period to establish its structure. Progres-
sively, each agent that joins the system establishes links with agents that share fea-
tures such as the organizational role or the services offered. Third, each agent only
maintains a local view of the services it offers and who are its neighbors, and it does
not maintain information about routes that could change frequently in highly dynamic
environments. Fourth, in our system, the algorithm for the service discovery process
is not based on previous information or statistics that require a training period in
order to be reliable. The algorithm is based on similarity between agents, and this
similarity is calculated considering the semantic descriptions of the agents and not
just keywords or pre-defined categories. In the following sections, we describe the
formal model of the proposal, the creation process of the structure, and how the ser-
vice discovery process is carried out by the agents. Finally, experiments that evaluate
our approach and compare it with other existing proposals are presented.
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3 Service Discovery Scenario

To illustrate the context where decentralized service discovery is applied, let us present
a service discovery where the discovery process is described (see Figure 1). Consider
a network of agents as a form of autonomic cloud computing system. This network
contains different groups of specialized computing systems as part of an overlaying
network where semantic web services are provided by software agents. Agents play
an organizational role that defines the type of services they offer. Agents only have
information about their direct neighbors with which they have a connection with and
they do not know about the other agents that are part of the system, the number of
agents or the system structure. Neither, there are the figure of an intermediator or
central registry that has a global and complete vision of the hole system or part of it.

The structural relations between these agents have been established taking the
homophily criterion into account [27] also known in complex networks as assortative
mixing [33]. Homophily is present in many complex networks [48,41,22]. The idea
behind the homophily concept is that individuals tend to interact and establish links
with similar individuals through a set of social dimensions. In the context of service-
oriented multi-agent systems, two agents are considered similar if they play similar
roles and offer similar services. For each pair of agents, the higher the homophily
value is, the more similar the agents are. Homophily is a probabilistic concept; there-
fore, agents have a higher probability of establishing connections with similar agents
than with dissimilar ones.

In Figure 1, agent a; has connections with agents ay, and a;, which play similar
roles and offer similar services, and a,,, which plays a dissimilar role and offers a
dissimilar service. Note that agents that play similar roles are represented in Figure 1
with similar colors.

Agents, in some situations, should interact with each other to achieve a task that
they cannot afford to do individually since they are not specialized in that area or
because the task is too complex to be carried out by a single agent.

Agent a; offers the service s;; however, in order to achieve one of its goals, it
needs to locate an agent that offers a service similar to sg and plays a role similar to
r5. In that moment, agent a; creates a query q = {sg, 75 } that consists of the required
semantic service description and the organizational role that the target agent should
play. The query has an associated Time To Live (TTL), which is the maximum num-
ber of times that it can be forwarded. If the query exceeds the TTL, it is considered
to be a failure of the service discovery process. Otherwise, the query is forwarded to
one of the neighbors. It is assumed that all the agents are collaborative and follow the
same criterion to forward the queries.

In the scenario of Figure 1, agent a; should choose one of its neighbors, a,,,a;, or
ag, to forward the query g. In order to select the most promising neighbor, the agent
a; considers: (i) the homophily between the neighbors and an hypothetical unknown
target agent a; = (sg, 75,0, () that offers the service and plays the role specified in
the query g; and (ii) the degree of connection of the neighbors. Assuming the values
of choice homophily that appear in Figure 1, agent a; sends the query to the most
promising agent (i.e., agent ag ). This process is repeated until the similarity between
a local services of an agent and the service in the query is over a certain threshold,
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Fig. 1: An example of decentralized service discovery system. (a) Agent a; estab-
lishes a link with two similar agents aj and a; and with a dissimilar one a,; (b)
Agent a; only knows its direct neighbors ay, a;, and a,,. If a; needs to locate a ser-
vice (i.e., sg), it will forward the query to its most promising neighbor (i.e., ax) based
on the homophily between the neighbor and the target agent (i.e., a;) that should
provide the required service and the degree of the neighbor.

or the query exceeds the TTL. In the described scenario, the process ends when the
query arrives to agent a,, that is similar to the hypothetical target agent a; that a; was
looking for.

4 System Model

The system is made up of a set of autonomous agents that offer their functionality
through a set of semantic services. These agents have a reduced view of the global
community: just a limited number of direct neighbors are known and the rest of the
network remains invisible to them.

DEFINITION 1 (System). The system is a tuple (A, L), where A = {a1,...,a,} isa
finite set of autonomous agents and, L C A x A is a set of links, where each link
(ai,a;) € L indicates the existence of a direct relationship between agent a; and a,;

It is assumed that the knowledge relationship among agents is symmetric; therefore,
the network is an undirected graph. In this context, an agent is considered to be a
social entity that collaborates with other agents in the system. It controls its own
information about (i) the semantic services it offers, (ii) the roles it plays in the or-
ganization, and (iii) local knowledge about its immediate neighbors. The agent is
unaware of the rest of the agents in the system.

DEFINITION 2 (Agent). In this context, an agent a; € A is characterized by a tuple
of four elements (R;, N;, st;, m;) where:

— R; C R is the set of roles an agent can hold, where R are the roles defined in an
organizational ontology;
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— N, is the set of neighbors of the agent, N; C A—{a;} : Va; € N;,3(a;,a;) € L,
and |N;| > 0. It is assumed that |N;| < | A|;
— st; is the internal state of the agent. It includes the tuple (q(t),€), where:
— q(t) is the service query that the agent receives at a given time t,
— ¢ isthe threshold established by the agent to determine that a service is similar
enough to a query.
- m; + A — A is the neighbor selection function that returns the most promising
neighbor to provide a service.

Note, that all the agents that are part of the system have at least one neighbor. We
assume that the network is strongly connected. The condition |N;| < |A| indicates
that the network is a sparse network, where each agent is only connected to a small
group of agents regarding the size of the system. The function m; is responsible for
forwarding queries and indicates which of the neighbors is nearest to the target. This
function returns a unique agent, avoiding other flooding mechanisms that overload
the network with messages.

Agents in the system are characterized by the roles they play. The organizational
role determines the type of services offered by the agent. The agent acquires a role
that is defined inside an organization of the system if it satisfies a set of requirements
[15].

DEFINITION 3 (Role). A role r; € R; is defined by the tuple (¢;, S;) , where:

— ¢; is a semantic concept for the role defined in an organizational ontology 0;

- S; = {s1,...,8n} is the set of services offered by the agent. Each service is
defined by the tuple s, = (I,,, Oy, P,,, Effy), where the components are the set
of inputs, outputs, preconditions, and effects of the services, respectively. All of

them are semantic concepts that can be defined in different ontologies .

Agents in this model are self-organized considering a social feature called choice
homophily [31]. This type of homophily (CH) is the factor that allows the agents
to establish links with similar agents based on a set of social dimensions. Choice
homophily is subdivided into two types: (i) value homophily, which is based on the
similarity of shared attributes (such as gender, age, geographical location, and so on);
and (ii) the status homophily, which is related to the formal or informal status simi-
larity of the individuals (social status, status within an organization, or professional
degree). In the following sections, we describe how these social features are matched
to agency-related concepts and how have been introduced to enhance the structure
and service discovery process of the system.

5 Introducing Homophily in Service-Oriented Multi-Agent Systems

In this section, we focus on the formal definition of choice homophily in the con-
text of service-oriented multi-agent systems and how it is included in the system as

! For the semantic description of the services we used the OWL-S language.
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a criterion to self-organize the structure and guide the service discovery process. As
stated above, choice homophily is divided into two types: value and status. If these
two concepts are matched with the agency-related concepts, value homophily rep-
resents the individual characteristics of the agent (which are the services the agent
offers), whereas status homophily can be identified with the semantic description of
the role that an agent plays within an organization.

DEFINITION 4 Choice homophily between two agents a;,a; € A in the system is
defined as the linear combination of value and status homophily,

CH (ai,a;) = (1 — ¢) = Hy(5i, S;) + ¢ * Hy(Ri, R;)

The ¢ parameter regulates the importance of the influence of services (value ho-
mophily) or roles (status homophily) in the total homophily of the agent with another
agent.

The value homophily function H,(S;, S;) calculates the degree of matching be-
tween two sets of services, where .S; and \S; are the sets of services provided by the
agents a; and a;, respectively. We consider each set of services .S; (or S;) to be com-
posed by a set of semantic concepts that can be classified in: Inputs (I;), Outputs
(O;), Preconditions (P;), and Effects (Eff;).

To generalize, the level of matching between two sets of semantic concepts, C;
and C}, is calculated through a bipartite matching graph (see Figure 2). Let G =
(C;, Cj, E) be a complete, weighted bipartite graph that links each concept ¢; € C; to
each concept ¢; € Cj, e;; = (¢;,¢j) € E, and let E represent the edges established
in the graph £ = C; x C}. The term w;; represents the weight associated to the
arc ¢; = (¢;,¢j) € E between ¢; and ¢; as the semantic similarity between those
concepts. Four degrees of matching can be identified: exact, subsumes, plug-in, and
fail [36]. The match is considered to be exact if ¢; € C; is equivalent to c; € C}
(c1 = c9); it is subsumes if c¢; subsumes co (c1 13 ¢2); it is plug-in if ¢ is subsumed
by co (c1 C c2); and it is fail, otherwise. For simplicity, we have considered these
four degrees of matching but other degrees could be considered [25]. A value in
the interval [0, 1] is assigned to each degree of matching, where 1 represents an exact
matching among the terms. The best match among concepts is obtained by calculating
the maximum weighted bipartite matching, G' = (C;,C;, E'), where E' C E are the
edges that have the maximal value. The graph G’ is a relaxed bipartite graph because
not all the concepts from C; have to be connected to a concept in C;; therefore, two
concepts from C}; can share a concept from C;.

Specifically, to calculate the value homophily, four bipartite graphs are defined,
(one for each one of the components of services present in the sets S; and S;): In-
puts (I3, I;), Outputs (O;, O;), Preconditions (F;, P;), and Effects (Eff;, Eff;). Let’s
explain the case of the inputs. The rest of the components are treated in the same way.

Let I; = Usie s, Li be the set formed by all the inputs of all the services s; of

the agent a;; Let G; = (I, I}, E) be the weighted bipartite graph among the inputs
of all the services S; and S; provided by agents a; and a;; and let G}, = (1;,1;, E')
be the maximum weighted relaxed bipartite matching. Then W is defined as the

normalized total weight of the maximum relaxed bipartite graph G’.
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Gi G
9 c4
C2 c5
C3 C6
G= (G, CE) G'= (G G, E)

Table with the w;; values

C4 [C5 [cé We = (0.5+0.75+0.75) /3 = 0.67
c1 [0.25 |05 [0.25

C2 0 0.75 |0
C3 0.5 [0.25 |0.75

Fig. 2: (Left) Full connected weighted bipartite graph G, and (Right) resulting maxi-
mum weighted matching relaxed bipartite graph G’.

(Z)1 = Recommender
§1 = mp3playerportabledvdplayer_recommendedpricequality_service.owls

‘ ¢2 = CycleSeller

g g A j r
89 = vehicle_price_service.owls ‘

PortableDVDPlayer 0 Vehicle Ponable%VDPlayer 0 Vehicle
z — o
MP3Player MP3Player :0
Gi G
Wai=o0
RecommendedPrice 0.5 Price RecommendedPtice (5 Price
Qua;li:ty : 0 Quality : 0
Go G'o

Wa'o = 0.5+0/max(2,1) = 0.25

Fig. 3: Example of WG? (top) and WG6 calculation (bottom) between two agents that
offer one service each.

>
UJEE/
Weo = —2 1 1
%~ max (L1, 15 @
WGb’ Wg/P, and ngE

;; are similarly defined for outputs, preconditions, and effects,
respectively.
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DEFINITION 5 The value homophily between two agents a; and a; is defined as

H,(Si,8;) =a[BxWa, + (1= B)Wa, | + (1 —a) [B+Wa, + (1 -5)Wa ]

Z’wu €E; wij +(1- 6)—21‘]” cBy Wi
max |1, [1;] max |0y, |0;]
Y owscp Wij Zwix .. Wij
(1 —a) |l 24 (- gy
max | Py, | P max | Effi|, | Eff;]

The parameters « and [ assign different weights to the components of the for-
mula. The adjustment of «, 8 € [0, 1] allows varying how the parameters of the ser-
vice are considered in the calculation of value homophily. The o parameter controls
a data-driven homophily calculation (inputs and outputs) or a goal-driven homophily
calculation (preconditions and effects). The 8 parameter determines the importance
of the intakes (inputs and preconditions) or the consequences (outputs and effects) in
the homophily calculation.

Let’s see an example of how value homophily is calculated among two agents,
a1 and ay (see Figure 3). Agent a1 has a set of services S7 that contains a service
s1 (mp3playerportabledvdplayer_recommendedpricequality _service.owls) that has a
set of inputs (I; = {PortableDVDPlayer, MP3Player}) and a set of outputs (O; =
{RecommendedPrice, Quality}). Agent as has a set of services Sy that contains a
service so (vehicle_price_service.owls) that has a set of inputs (I3 = {Vehicle}) and a
set of outputs (O2 = {Price}). In order to calculate the value homophily, a bipartite
graph is created for the inputs G; and for the outputs G. The similarity between
the concepts from sets I; and I (similarly for concepts from O; and O-) labels the
arcs of the graph. In this case, the concepts from /; only have one possible matching
since there is only one input in the set J>. Once the maximum bipartite graphs for
inputs and outputs are built (G and G{,), their weights are calculated for inputs and
outputs (W¢: ,We. ). To calculate the value homophily we instantiate the parameters
a=1 (which means that the services only have inputs and outputs), and 8 = 0.5 (which
means that inputs and outputs have the same importance). We replace the values of
Wer and We in Definition 5, and we obtain 0.125 for the value homophily between
agents a; and as.

H,y(S1,S5) =1[0.5% 0+ (1 —0.5)0.25] = 0.125 )

The status homophily H,(R;, R;) in the system calculates the best match between
the set of roles I2; and R; played by the agents a; and a;. The match between two
individual roles r; € R; and r; € R; is based on the distance between the semantic
concepts ¢; and ¢;. The function presented by [16] is used to calculate the distance.

DEFINITION 6 Status homophily between two agents a; and a; is defined as the max-
imum degree of match between the concepts ¢; and ¢; that describe the roles r; € R;
and r; € R; for all possible pairs (1;,75).

H (R;,R;) = max _ rmatch(¢;, ¢;)

r€ER;,T;ER;
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where
1 if path length = 0
rmatch(¢i, ¢j) = § g0, - e M Ploso;TePois;) if ¢; and ¢; are not siblings
O, ° e MPloso;TePoio))~doio;  if b and ¢, are siblings
and

e'deqﬁi [ - ef"/dpqﬁ-; P j

Op,dp; =
Pidj e’)’dp¢7',¢_7‘ + 6_7dpd>7:¢_7’

The status homophily H,(R;, R;) takes into account the following:

ply,, the shortest path length between ¢; and ¢; in an organizational ontology;
dpg,s; the depth of the roles in the ontology;

- d¢i¢7. the number of the sibling nodes of each role;

cp@;ﬁj the relationship "parent-child’ between roles;

A and +y are parameters that control the influence of path length and depth, respec-
tively.

The value obtained in the calculation of H,(R;, R;) ranges in the interval [0,1],
where 1 indicates that the roles are the same.

Let’s see the calculation of status homophily between the agents a; and ay from
the previous example (see Figure 3). The set of roles R; of a; is composed by the
role 1 (¢1 = CycleSeller). The set of roles Ry of as is composed by the role ro (¢o =
Recommender). The calculation of this type of homophily is based on the organiza-
tion structure that is shown in Figure 4. The roles r; and 75 are depicted with a thick
line. The figure shows the organizational roles and the values of the parameters in-
volved in the calculation of rmatch(¢1, ¢2). If we replace the value of the structural
parameters and the parameters that control the influence of the path length A = 0.3
and depth v = 1 in the formula of rmatch, we obtain rmatch(¢1, $2) = 0.04 and
H, = 0.04 (see Equation 3).

Hy(R1, R2) = 04,4, - €033 =654 4 - e73 =0.0497-0.82 = 0.04  (3)

e(4/643/6) _ o(=4/643/6)  (L16 _ 0.16 391 _ (3] _2.89

Dr0e = CATGTS0) (- 4/073/6) o116 1 016 ~ 3214031 352 Uo7

Finally, once the value and status homophily are calculated (see Equations 2 and
3), the calculation of choice homophily between agents a; and a9 is shown in Equa-
tion 4. In this equation, the value of ¢ is 0.75, which means that status homophily has
more influence in the final homophily between agents.

CH (ay,as) = (1 — 0.75) % 0.125 + 0.75 % 0.04 = 0.061 4)
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Fig. 4: Partial view of the organizational structure that contains the semantic concepts
that define the roles present in the system.

5.1 Community Creation based on Homophily

Once we have defined choice homophily in the context of service-oriented multi-
agent systems, we describe how it is included in the structure creation process and in
the service discovery process. Choice homophily establishes a measure of semantic
similarity between two agents. This similarity measure is taken into account by the
agents in the system creation process.

Each agent that is part of the system is considered an entry point. If an external

provider agent a; wants to get into the system, it follows the protocol shown in Figure
5:

— Agent a; should know at least one agent a; already present in the system. Agent
a; sends a request to agent a; to be part of the system.

— If a; sends a; a refuse message the interaction finishes. Otherwise, a; allows a;
to get into the system and it sends a; an agree message. This means that a;, based
on the choice homophily between them, is going to consider the establishment of
a link with a,. The probability P, of establishing a connection between agent a;
and agent a; is

®)

Al(asay) - (A=)

p
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a; a;
External Internal
agent agent

Request

Refuse

P((as, aj>)
Agree

Inform

Inform <a7¢, a‘,->

Inform (a,-, U,]c>

Fig. 5: Access protocol for new agents.

which considers the choice homophily between the agents. To obtain the proba-
bility distribution, the choice homophily between two agents should be divided
by an appropriate constant p that indicates the degree of precision to consider two
agents equal. The r parameter is a homophily regulator. When 7 is zero, the sys-
tem shows no homophily (i.e, agents are not grouped by similar services). As r
grows, links tend to connect agents with more similar services. Basically, » makes
the system create communities with similar services [23].

— If agent a; decides to establish a link with a;, it sends a inform message to a; with
the link information ({a;, a;)). Otherwise, a; forwards the request to one of its
neighbors a; randomly selected. The process is repeated until agent a; receives
an inform message with its neighbor ({a;, aj)) and establishes a connection with
it. The number of connections that an agent establishes is predefined by the sys-
tem. Note that the link establishment process uses a random walk strategy and
a probability based on homophily to find neighbors. The reason to use this ran-
dom strategy, instead of a strategy based only on homophily criterion, is to give
new agents the chance of establishing links not only with similar agents, but also
with dissimilar ones. Links between dissimilar agents allow agents to locate other
agents communities in a few steps.

Agents have a greater probability of establishing connections with other agents
if they provide similar services (value homophily) and play similar roles (status ho-
mophily) in the system. As a result of this behavior, communities of similar agents
are created in a decentralized way. The resulting system structure is a network based
on homophily, which grows according to a simple self-organized process. The con-
struction process of a growing network ensures that the oldest nodes have a higher
probability of receiving new links than the newest ones. Therefore, the total number
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of neighbors an agent has will depend on its age. The average degree of connection
of a network built following this process follows an exponential distribution [14].

Because the homophily condition is a probability function, it allows new agents
not only to establish ’direct connections’ between agents with similar attributes (ser-
vices and roles), but also between agents that are not similar. These connections allow
agents to interconnect communities and locate other agents efficiently in a few steps
by using only local information [23].

An example of the resulting structures is shown in Figures 6 and 7. The networks
of these figures represent the structure of a system with 1,000 agents. Each node of the
network represents one agent that plays one role and offers one service. The color of
the node represents the organizational role. Nodes with colors in the same range mean
that their roles are close to each other in the organizational ontology (see Figure 4).
Information about the structural properties of these networks such as average degree,
path length, or clustering coefficient are described in Table 1. In this table, we have
included the average choice homophily in the network CH. This parameter measures
the average homophily between an agent and its neighborhood. CH is calculated as
follows:

C’H(ah aj)

O = TaicAvasEN: | V4| o
|A|

The network shown at the top of Figure 6 is created considering only value ho-
mophily (¢ = 0, see Definition 4). In this network, the agents are grouped based on
similarity between services. The groups are tightly connected internally and there are
few links that connect to other groups. Note that since organizational information has
not been considered, in some communities, agents that offer similar semantic services
but play different roles are connected. The communities obtained through a clustering
algorithm are shown at the bottom of Figure 6. The clustering algorithm is based on
the use of eigenvectors of the adjacency matrix. The x-axis shows the components of
the first non-trivial eigenvector. The y-axis shows the components of the second non-
trivial eigenvector. The number of clusters obtained is 10. The clusters are clearly
defined and loosely connected with other clusters. The network shown at the top of
Figure 7 is created taking into account only status homophily (¢ = 1). In this case,
the consideration of information from a higher level of abstraction, such as organi-
zational roles, facilitates the interaction among groups of agents that offer different
services. At the bottom of Figure 7, the clusters obtained are shown. Although the
clusters in the figure cannot be easily distinguished, the algorithm detects 10 clusters
again. The distances between different communities has been reduced considering or-
ganizational information, thereby facilitating the navigation among the communities.
Nevertheless, when a query arrives at the appropriate community, it is more diffi-
cult to locate a service since no information related to services has been considered
during the self-organization process. Section 6 discusses the effects of considering or-
ganizational information in the network creation process and in the service discovery
process.
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Fig. 6: System with 1000 agents, 16 roles, and one semantic service per agent. Each
node color reflects one role. Similar colors reflect that the roles are close to each other
in the organizational ontology (see Figure 4). (Top) The network structure reflects the
effects of introducing choice homophily to the system with the parameter ¢ = 0. (Bot-
tom) Communities obtained through a clustering algorithm based on eigenvectors of
the adjacency matrix [13].
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Fig. 7: System with 1,000 agents, 16 roles, and one semantic service per agent. The
network structure reflects the effects of integrating choice homophily in the system.
Each node color reflects one role. Similar colors reflect that the roles are close to
each other in the organizational ontology (see Figure 4). (Top) The network structure
reflects the effects of introducing choice homophily into the system with the param-
eter ¢ = 1. (Bottom) Communities obtained through a clustering algorithm based on
eigenvectors of the adjacency matrix [13].
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5.2 Decentralized Service Discovery Using Homophily

In open, large, and dynamic systems, agents should rely on local information during
the service discovery process for several reasons. One reason is to prevent depen-
dence on a single point of failure. Another reason is to avoid the effects of changes in
the system structure. A third reason is that global information may not be available
in open and dynamic systems. In this situation, it is important to provide agents of
mechanisms that are based on local information. In this section, we describe a service
discovery process that relies on local information about the direct neighbors of the
agents. Agents are able to locate the required service with only this information.

The selected algorithm for service discovery in the system is an extension of
the Expected-Value Navigation (EVN) algorithm [41], which is a greedy, mixed al-
gorithm that considers local information related to the similarity and the degree of
connection. It has been modified to use choice homophily as the similarity measure
that integrates organizational information with the service description. The proposed
algorithm is called Choice Homophily Navigation (CHN). This algorithm performs
as follows. When an agent a; looks for an unknown target agent a; (which provides
a required service s; and plays a certain role ), it sends a query to the most promis-
ing agent in its neighborhood. Likewise, when an agent a; receives a query about a
service that it cannot provide, it forwards the query to the most promising agent in its
neighborhood (see Algorithm 1). The most promising neighbor, a; € IV, is the most
similar neighbor to the target agent a; and that has the highest number of connections.
This process is repeated until an agent that offers a service that is ’similar enough’ is
found or when the TTL (Time To Live) of the query ends. The criterion of ’similar
enough’ is established by the agent that generates the query as a semantic similarity
threshold e.

The selection function that calculates the most promising neighbor a; of an agent
a; to reach the agent a; is:

m;i(a¢) = argmax Ps((a;, a:)) @)
aj; EN;

For each neighbor a;, Ps(a;, a;) determines the probability that the neighbor a; redi-
rects the search to the nearest network community where there are more probabilities
of finding the agent a;.

[N |
CH(aj,ar)
Z CH(aj,ar)

ajENi

Pi({aj,ar)) =1— 11— ®)

This probability uses homophily-based factors (choice homophily CH) and degree-
based factors (number of neighbors | V) to explore the network.

An example of this process is described considering the scenario presented in
Section 3 (see Figure 1). Agent a, should choose the most promising neighbor from
its neighborhood (a,,a;, or ay), to forward the query ¢. To do that, the agent a;
applies the function that appears in Equation 7. This function considers: (i) the choice
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homophily between each neighbors of agent a; and the profile of an unknown target
agent a; = (sg,75,0,0) that offers the service and plays the role specified in the
query ¢; and (ii) the connection degree of the neighbors. Assuming the values of
choice homophily that appear in Figure 1 (CH (ay,a:;) = CH(a;,a;) = 0.5, and
CH (ay,at) = 0.15):

5 4 5
. . .1
argmax |1 — 1—£ ,1— 1—£ ,1— 1—E
Qherty 0 1.15 1.15 1.15

= argmax[0.942,0.897,0.5] = ag

aj,aj,0n

m(at)

Therefore, agent a; sends the query to the most promising agent, i.e agent a. This
process is repeated until the similarity between a local services of an agent and the
service in the query is over a threshold, or the query exceeds the TTL. In the described
scenario, the process ends when the query arrives to agent a,, that is similar to the
target agent a; that a; was looking for (see Figure 1b).

Algorithm 1 Function that analyzes the query and solves it or selects the most
promising neighbor to forward the query to.

function ServiceDiscoveryQuery(at, steps)
Pmax < 0
if steps < T'TL then
if CH (a;i,at) > ¢ then
return a;, steps
else
fora; € N; do
p < PS(CH(aj7 ai)7 N]))
if p > pmaqs then
pmaz — p
a < aj
end if
end for
steps < steps + 1
end if
end if
return a, steps
end function

6 Structure and Service Discovery Evaluation

In this section, we evaluate the proposed system structure and the service discovery
strategy based on choice homophily. For the evaluation, we performed to compare
structural features and the success rate of the service discovery of our proposal with
other network structures, common in the complex networks area. The network struc-
tures that were considered in the experiments are:

— Random networks (R), where links between agents are established randomly.
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— Scale-Free networks (SF), where links between agents are established based on
the degree of connection. Agents with a high degree of connection have a greater
probability of receiving a new link than agents that have a low degree of connec-
tion.

— Networks based on value homophily among agents (Networks based on H,).
Agents in these networks are based on the value homophily and the degree of
connection.

— Networks based on choice homophily among agents (Networks based on CH).
Links in these networks are established based on the choice homophily between
agents and the degree of connection.

We also compare our search strategy for decentralized service discovery with
typical search strategies that are used in complex networks. The difference among
them is how the most promising neighbor is selected in each step. These strategies
are:

Random: a search process that uses random walks [5,17];

Degree: a search process that uses only degree of connection information [50];
Similarity: a search process that uses only service similarity information [52,46,
3]

VHN: a mixed search process that uses a combination of degree of connection
and service similarity [41];

— CHN': a mixed search process that is based on the degree of connection and choice
homophily CH (a;, a;).

6.1 Experimental Design

Each network of this experiment was undirected and had 1,000 agents. Each agent
played one role and offered one semantic web service. The agents were distributed
uniformly over the roles. The role played by an agent was defined in a common
organizational ontology (see Figure 4). All the experiments were performed with real
semantic services. The set of semantic services used for the experiments were from
the test collection OWL-S TC4 2.

To decide the average degree of connection we evaluated its influence on the aver-
age path length. As the average degree of connection increases, the paths get shorter
and it is easier to locate the target agent since agents have available more possibilities
to guide the search (see Figure 8). In this case, all the algorithms perform similarly.
Furthermore, the resulting networks are more robust. On the other hand, if agents
join one neighbor, the resulting structure is weak and could be broken in isolated
components under same failure conditions. We consider that agents when arrive to
the system can establish a number of connections up to 2. This criterion creates net-
works with an average degree of 2.5 approximately. This degree of connection allows
to analyze the worst and most interesting scenario.

Queries are uniformly generated among all the agents. This means that all the
agents in the system had the same probability of generating service queries. A query

2 http://www.semwebcentral.org/projects/owls-tc/
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Fig. 8: Influence of the average degree of connection on the average path length on
different networks: random, scale-free, networks based on H,,, and networks based on
CH . The mean-shortest path length dismisses when agents have more connections.

consisted of two features that characterize the required provider agent: the semantic
concepts that identified the organizational role and the semantic service description.
Each query was forwarded by the agents following a criterion determined by the
search strategy until the query was successfully solved or the query reached its TTL.
A query was successfully solved when an agent that offers a similar enough semantic
service to the target service and played a similar role to the target role was found.
A similarity threshold (¢ = 0.75) is defined. This means that the semantic similarity
between the services and organizational roles was over a threshold (¢ = 0.75).

Each experiment has been done over 10 networks for each of the structures and
5,000 queries have been generated in each network.

6.2 Influence of Value and Status Homophily

In this section the influence of ¢ parameter in the network structure based on CH and
in the search process is also analyzed. The ( parameter balances the weight of value
homophily and status homophily to determine the similarity measure between two
agents (i.e., the importance of the role or service description in the overall similarity
is regulated by ¢)(see Equation 4). Details about the structural properties of these
networks as ¢ changes are shown in Table 1. These properties are the following:
k is the average degree of connection of the agents in the network; ¢ is the average
clustering coefficient [26] (indicates how nodes are embedded in their neighborhood);
d is the average diameter of the network (the diameter is the longest graph distance
between any two nodes in the network); p is the average distance between all pairs of
nodes; CH is the average choice homophily in the network.
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. Properties % - 3 i CH
0 2.5 0.0099 | 18.10 | 8.02 | 0.48
0.25 2.65 | 0.0062 | 16.20 | 7.05 | 0.42
0.5 270 | 0.0045 | 15.19 | 6.82 | 048
0.75 2.65 | 0.0052 | 15.2 6.84 | 0.58
1 2.67 | 0.0052 | 15.60 | 692 | 0.71

Table 1: Structural properties of Networks based on CH with different values of
. k is the average degree of connection of the agents; ¢ is the average clustering
coefficient; d is the average diameter of the network; p is the average distance between
all pairs of nodes; CH is the average choice homophily in the network
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Fig. 9: Search Performance in Networks based on CH with different values for ¢
(Top row: ¢ [0, 0.25], Middle row: ¢ [0.5, 0.75], and Bottom row: p=1).

Figure 9 compares the results obtained with the different algorithms in networks
based on CH varying the value of ¢ parameter. In each graph, the ¢ parameter takes
different values that range from 0 to 1 giving more importance to functional informa-
tion (services) or to organizational information (roles). The x-axis shows the average
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number of steps required in the service discovery process. The y-axis shows the num-
ber of queries that were solved in a certain number of steps before the TTL. When
@ = 0, the networks have been built using only value homophily information (see
Figure 6). As ¢ increases, status homophily appears and organizational information
has more influence in the network creation process (see Figure 7).

In general, it can be observed that, independently of the value of ¢, the CHN
algorithm obtains the best results providing with a greater number of short paths than
other traditional algorithms used in distributed environments. The consideration of
status homophily (i.e., role information ¢ > 0) improves the results obtained by all
the search strategies but specially the results obtained by the CHN algorithm.

In networks that are built based only on semantic service information (p = 0),
several small agent communities that are specialized in certain types of services
emerge and there are only a few connections between communities. In these com-
munities, agents that play different roles but offer semantically similar services could
be connected directly. These features make the navigation from one community to
another more complicated. Consequently, the path lengths obtained by the search
strategies are longer.

In the networks that are built based on a combination of organizational and ser-
vice information (p = [0.5,0.75]), networks are not divided in loosely connected
communities. Agents self-organize taking roles and services into account. Agents are
connected to agents that play similar roles that are situated close to each other in
the organizational ontology. Specifically, the best parameter configuration is when
¢ = 0.75. Furthermore, with low probability, agents also establish connection with
agents that play completely dissimilar roles. This makes the navigation between com-
munities easier. Consequently, the path lengths obtained in the search process are
shorter. Organizational information is useful in guiding the search. Nonetheless, in
networks that have been built with only this information, the search becomes com-
plicated (¢ = 1). The reason is that once an agent arrives to a community that has a
high probability of containing the required service, it does not have any criteria for
determining which agent is better for reaching the required service since all of them
play similar roles.

In general, it can be observed that the consideration of both status and value ho-
mophily in the network structure improves the service discovery process. Also, the
CHN algorithm significantly reduces the length of the paths to the target (see Figure
9). The success rate obtained by CHN increases when organizational information is
included in the decision process, ¢ > 0 (see Table 3). The algorithm based on the
degree of connection provides similar success rate; however, the mean path length is
almost double the mean path length obtained with CHN algorithm.

6.3 Comparison with other Complex Networks Models

The aim of the second test set is to compare our proposed structure with other com-
plex network models. In each model, we evaluate the performance of different search
strategies. Specifically, we focus on two metrics: the average number of steps re-
quired by a search strategy to find the target agent and the percentage of success-
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o Algorithm | ¢ ndom Degree Similarity VHN CHN

0 3022 £3.63 | 71347 £9.96 | 45.25 £7.52 | 71.84 £1331 | 71.96 £13.70
025 64.64 1218 | 89.10 £2.39 | 57.03 £3.08 | 8551 £3.57 | 94.14 £0.93
05 6585 £1.79 | 88.63 196 | 63.15 £9.48 | 88.71 £327 | 95.55 £1.78
0.75 6548 £2.74 | 88.85 £4.00 | 60.23 £5.94 | 87.03 £3.11 | 9691 £0.85
1 64.64 £2.18 | 89.19 £2.39 | 95.14 £0.93 | 57.03 £3.07 | 85.51 £3.57

Table 2: Success rate (%) obtained by different algorithms in networks with ¢ values

from O to 1.
o Algorithm Random Degree Similarity VHN CHN
0 31.72 £1.70 | 25.02 £5.84 | 19.36 +3.38 | 20.57 £2.88 | 20.52 £+3.06
0.25 33.55+1.04 | 21.63 £6.19 | 19.88 £1.87 | 16.99 £2.92 | 12.36 +0.98
0.5 3344 £1.22 | 19.02 £4.77 | 19.48 £2.35 | 15.79 +1.86 | 11.38 £1.24
0.75 33.77 £1.07 | 18.78 £5.02 | 20.10 £1.63 | 16.83 £3.00 | 10.68 +1.76
1 33.66 £1.06 | 18.21 £2.96 | 21.83 £2.60 | 17.72 £2.32 | 12.08 £1.16

Table 3: Mean path length obtained by different search algorithms in networks with
o values from O to 1.

ful searches obtained (searches that end before the TTL) in each network structure.
We performed the experiment in 10 networks for each type: networks based on H,,
(¢ = 0), networks based on CH (CHwithyp = 0.75), Scale-Free (SF), and Random
(R). Details about the structural properties of these networks such as average degree
of connection, path length, or clustering coefficient are described in Table 4. In this
table, we have included the average choice homophily in the network CH. This pa-
rameter measures the homophily between an agent and its neighborhood. The search
strategies were those previously mentioned above (random, degree, similarity, VHN,
and CHN).

With regard to the structural properties, SF and R networks are characterized by
a low clustering. Moreover, the CH takes low values since choice homophily it is
not considered in the network generation process. SF networks have a small diameter
and short paths. Networks based on H,, and CH have low clustering values and high
values of C'H. Networks based on CH have a higher value due to the consideration of
organizational information. Note that the C'H values are around 0.5. This is because
the homophily criterion for establishing links do not limit agents to establishing links
with only similar agents, but they can also establish links with dissimilar agents.

The results of this experiment are shown in Figures 10 and 11. The graph on the
left contains four histograms (one for each network structure). In each histogram, the
x-axis shows the different search strategies and the y-axis shows the average number
of steps required to reach the target agent. In general, in each type of structure, the
shortest paths are obtained by the search strategies that are based on the criteria used
to build the network. For example, random walks perform better in random networks
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Properties | — - - ——
Network Structure i k € d t cH
Random 2.53 | 0.0014 | 19.89 | 8.71 | 0.15
Scale-Free 248 | 0.0028 | 9.0 4.83 | 0.15
Net. based on H, 2.53 | 0.0093 | 18.10 | 8.02 | 0.48
Net. based on CH 2.66 | 0.0058 | 15.80 | 6.91 | 0.57

Table 4: Structural properties of networks.
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Fig. 10: Search results using different network structures with an average connec-
tion degree of 2.5.(Left) Average number of steps in the discovery process. (Right)
Success rate (%) of queries. The error interval is depicted with I at the top of each
bar.

or a degree-based method in SF networks. This highlights the close relationship be-
tween the search strategies and the network structures.

With regard to the average path length, the best structures that provide the short-
est path are the networks based on CH and the SF networks. In the networks based
on CH, the best strategy is the CHN. Moreover, strategies based on similarities, de-
gree of connection, and the combination of both also provide short paths. In the SF
networks, the best strategy is the strategy based on the degree of connection. Never-
theless, in structures of this type, strategies that combine degree of connection and
similarity also obtain good results, particularly the CHN strategy. The conclusions to
be drawn from this data are that Scale-Free networks and networks based on CH are
structures where short paths can be found through different search strategies. More-
over, the CHN search strategy obtains good results in both structures: SF networks
and networks based on CH.

In the graph on the right, the x-axis shows the different search strategies and the
y-axis shows the percentage of successful searches (i.e, the percentage of queries
that were solved before the TTL). For SF networks and networks based on CH the
success in the service discovery process provide the best results with Degree, VHN,
and CHN strategies. In SF networks, the success rate is over 80% with all the search
strategies. In networks based on CH, the success rate is over the 80% in three search
strategies. We can conclude that the search strategy that provides the highest success
rate independently of the network structure is the CHN.
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Fig. 11: Relation between the path length and the success rate (PS) in different net-
work structures with an average connection degree of 2.5.

The path length and the success rate are closely related and can influence each
other. For instance, even though short path lengths could be obtained in a network
structure, this does not always mean that the structure offers good performance. The
success rate could be too low, and only searches that are solved in the surroundings of
the source agent (path with a low number of steps) are considered. For this reason, we
have analyzed the relation between the success and the path length (PS). This relation
is measured using the following equation, which takes into consideration the number
of queries that were successfully solved as well as the average mean path,

> #sq(t)

a;€A TTL—p
#Q@)  TTL

In the equation, #sq(t) is the number of queries generated by an agent that were
solved before the TTL at a given time ¢. The term #Q(¢) is the total number of
queries generated in the system at a given time ¢. TTL reflects the maximum path
length allowed in the system, and p is the average path length (number of steps) of a
service discovery process in the system. The first term evaluates the success rate and
the second term evaluates the significance of the path length. The values of PS range
in the interval [0,1], where 0 means that none of the queries generated in the system
where solved, and 1 means that all the queries were successfully solved and by direct
neighbors (p = 0). This situation is possible in regular networks where each node is
connected to the rest of the nodes of the network.

The results of PS obtained with the different network structures are shown in Fig-
ure 11. In this figure, the x-axis shows the different search strategies, and the y-axis
shows the PS. In general, it can be observed that the success rate is the information
that has the most influence on the PS. The PS values obtained confirm that SF net-
works and networks based on CH obtain the best results. The CHN is the strategy
that offers better performance in different network structures than the other strategies
that are commonly used in complex networks.

The results of this experiment allow us to conclude that degree-based algorithm
and CHN perform well independently of the underlying network structure. Moreover,
networks based on CH and Scale-Free networks have desirable characteristics for

PS =

€))
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providing an underlying structure to a discovery system. They have high percentage
of success in the search process and short paths. Therefore, the traffic generated by
the service discovery process is reduced and its efficiency improved.

6.4 Tolerance to Failures

Networks could be sensitive to failure or deliberate attacks. The most critical situation
for networks where the distribution of the degree of connection follows an exponen-
tial or power-law distribution is when deliberate attacks on highly connected nodes
are produced. In the context of service discovery, the failure of an agent implies the
removal of all its links. We evaluate the performance of the service discovery pro-
cess in different network structures as the number of failed nodes increases. We have
studied the failure tolerance of networks based on CH and SF networks in different
situations, but in this article, we only include a subset of these experiments. Specifi-
cally, we focus on ’sabotage’ situations in two particular network structures, networks
based on CH and SF networks. We have only included these two types of networks
since both of them obtained the best results in the experiments described above. We
only show the results obtained in scenarios where deliberate failure (’sabotage’) is
produced. We consider this scenario to be a more interesting scenario than random
failures since the network structures and the service discovery strategies are evaluated
in the worst case.

Figure 12 shows the behavior of networks based on CH and Scale-Free networks
under ’sabotage’. The results for the Scale-Free networks are shown in the left col-
umn. The results for the networks based on CH are shown in the right column. The
top row shows the average number of steps required to reach the target agent as
the number of failures of highly connected agents increases (50,100,150, and 200).
Taking into account the average path length of the successful searches, the results
indicate that the SF networks obtain shorter paths than networks based on CH in
the presence of failures. When the number of failures is 50, this difference is not as
significant. This difference is greater when the number of agents that have failed is
between 50 and 100. The main reason of this fact is that SF networks are more sensi-
tive to failures; therefore, as the number of highly connected nodes that fail increases,
the network is divided in a higher number of isolated parts where the only successful
searches are those which can be solved by a nearby agent.

The middle row shows the success rate in the discovery process as the number
of agents that fail increases. The graph on the right shows that the rate of success
in networks based on CH is over 40% until 150 agents are removed (using the CHN
search strategy). In the case of SF networks (left), the success rate is seriously reduced
when more than 50 agents fail (5% success when the number of deleted agents is
150). Note that, in the case of SF networks, the tests range from 50 to 150 failure
agents. This is because in the experiments with 200 failure agents, the network is
disconnected in so many isolated parts that it is not possible to find the required
services. The PS relation is shown in the bottom row. The network structure based
on CH offers the best results where path length and success rate under intentional
failures is concerned. Moreover, the strategy based on CH also obtains the best results
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in networks based on homophily and almost the same as the strategy based on the
degree of connection in SF networks.

In general, it can be observed from the results that since SF networks have a dis-
tribution of the degree of connection that follows a power-law, SF networks are more
vulnerable to intentional failures. This is due to the existence of hubs that concentrate
network connections. If an attack is addressed to these hubs, the network can be bro-
ken into isolated groups. However, a growing network based on choice homophily
generates structures with an exponential degree distribution. In networks based on
choice homophily, the size of the hubs is limited. For example, whereas a SF network
with 1,000 agents and an average degree of connection of 2.5 can contain nodes con-
nected to more than 75 nodes, a network with an exponential distribution degree of
connection barely arrives to hubs with 20 connections with other nodes. The absence
of highly connected hubs makes the network more robust under a deliberate attack.

Based on these results, we consider that the most suitable structure for the self-
organization of services is the network structure based on choice homophily between
agents. When agents join other similar agents, the network has short paths to locate
the desired services. Moreover, a hill climbing mechanism can be implemented with
a high success rate in the service discovery process. Therefore, despite the network
structure has not small-world network properties, its performance is in the same order
of magnitude.

Finally, the proposed CHN algorithm, which uses node degree and the homophily
information, performs as the best method in SF networks and CH based networks.
Networks based on CH are more robust than SF networks under targeted attacks.
Therefore, homophily-based networks seem a good structure for self-organized sys-
tems and the CHN algorithm offers a good performance even in other type of net-
works that are not self-organized considering homophily criterion.

7 Conclusions

The aim of this work is to study how the integration of different areas such as Service-
Oriented systems, MAS, Semantics, and Complex Networks provide the necessary
tools to build a decentralized service management system. We have proposed a Service-
Oriented MAS where agents offer their functionality through services. In this system,
agents establish relations with other agents by taking into account a social feature
that is present in complex networks and that acts as a self-organizing criterion. This
feature is called homophily. Specifically, we have considered a type of homophily
called choice homophily that is composed of the combination of value and status
homophily. In the context of agents, choice homophily is based on agent attributes.
Value homophily is based on the services provided by the agent. Status homophily is
based on the organizational role played by the agent. Choice homophily is used to
create a network based on homophily without the supervision of a central authority
where agents have a greater probability of establishing links with other agents that
share attributes with them (such as services and roles) than with dissimilar agents.
Therefore, the system does not need an initial training period to establish its struc-
ture. The resultant structure is a growing network based on homophily. The degree of
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Fig. 12: Sabotage in Scale-Free networks (Left column) and in Networks based on
Choice homophily (Right column). (Top row) The average number of steps required
to reach the target using different search strategies as the number of agents that have
failed increases. (Middle row) The success rate (%) in the service discovery process
using different search strategies as the number of agents that have failed increases.
(Bottom row) The relation between path length and success (PS) using different
search strategies as the number of agents that have failed increases.

connection of this type of networks follows an exponential distribution. Moreover, in
the presented model, agents only have to maintain their local view and do not have to
store information about routes that could frequently change. The proposed algorithm
for decentralized service discovery is based on semantic information and considers
local information about choice homophily between agents in its decision process.

Several experiments have been performed to evaluate and compare our network
model (network based on CH) and service discovery strategy (CHN) with other ex-
isting proposals in Complex Networks systems. We evaluated the influence of the
inclusion of organizational information in the network structure and in the search
strategy. The consideration of the organizational process in the network structure and
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in the service discovery process considerably improves the performance of the sys-
tem providing a high success rate and short paths. We also compared our proposal
with other network structures and algorithms in complex networks. The results indi-
cate that the service discovery strategy allows agents to locate the required service in
just a few steps, not only in structures that are built following homophily criteria but
also in other networks such as SF networks. The performance of the algorithm CHN
in networks based on CH and SF networks is very similar considering the average
path length of the searches in the discovery process and the success rate. Although
networks based on CH do not have hubs nodes that facilitate the search process re-
ducing the number of steps, agents considering the homophily information are also
able to provide short paths similar to those obtained by SF structures. Furthermore,
the proposed model to build networks based on homophily creates network structures
with a degree of connection that follows an exponential distribution. This means that
there are no hubs as in Scale-Free networks that follow a power-law distribution.
Therefore, the system is more robust under critical situations such as sabotage. In
these scenarios, their performance is better than other network structures such as SF
networks.
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